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How to configure SSL VPNs gateway-to-gateway

(Secure Socket Layer) Security protocol safeguards access to information circulating through
Internet protocols (HTTP, SMTP, FTP, etc.) symmetrically encrypting the data. Access to this data is
only possible with the correct key.

Panda GateDefender Integra allows you to create and modify SSL VPNs with remote users and
offices.

Panda GateDefender Integra includes a VPN system to create your own virtual private networks,
widening the reach of your network and ensuring confidential connections.

The purpose of this guide is to describe the steps to create a SSL virtual private network (VPN) with
Panda GateDefender Integra, using real data.

i

Lj Note: It is taken for granted that the Panda GateDefender Integra appliance is already configured, at
least basically, and working. For further information about how to install and configure Panda GateDefender
Integra, refer to the Installation Guide.

]

1
—! Important: Panda GateDefender Integra must be working in Router mode. Otherwise, you will not be
able to use the VPN system.

1.1 Scenario Setup
The illustration below shows a typical gateway-to-gateway SSL VPN scenario:
CERTIFICATES: |NTEGRA Private IP (tunnel} addresses |NTEGRA CERTIFICATES:

CACRT "  IGEICIIEITN = ol gateway B [0k
SERVER.P12 [N “_ 10981 | 109882 E| client mode aaiar

othd 7 etho

vpn tunnel

192.168.10.1

192.168.10.0/24

local subnet A local subnet B

192.168.10.0/24

defauit gateway:

ﬁ_‘ 192.168.20.1
< 192.168.20.100

default gateway:
192.168.10.1

192.168.10.100

Figure 4.1 SSL gateway-to-gateway VPN
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This kind of configuration requires that one of the gateways operates as a server and another one
in client mode.

In this how-to, gateway A will have the server role and its external local IP will be 62.14.249.65.
The server will listen on UDP port 1194 for an incoming connection from clients (sub-offices).

The figure shows that the ethO interface has been assigned a public IP. In the most common
configurations, , Integra’s ethO/WAN interface will usually have a private IP address and will be one
of the devices with the NAT option enabled located between Integra and the ISP connection (for
example ADSL router/modem, cable modem, etc.), which will have a public IP (dynamic or static).
This approach has been used to simplify the document and focus on the VPN configuration.

For more information, refer to the How-to guides available about SNAT and DNAT configurations
and port mapping.

Hosts that belong to local subnet A (192.168.10.0/24 in this how-to) must have configured
Integra A LAN IP 192.168.10.1 as a gateway to local subnet B (192.168.20.0/24). The same is
valid for the hosts on local subnet B; their gateway to local subnet A will be 192.168.20.1. The
route could be defined as a default gateway or implicit route. For the following how-to, we assume
that Integra’s LAN IP is the default gateway for the corresponding hosts on INTEGRA's local
subnets.

In order to authenticate each other, there are two possibilities to configure the SSL VPN gateway to
gateway connection:

0 to use static keys or
0 to use certificates (TLS)

Index
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1.2 Configuration using static keys

1.2.1 Gateway A Setup

The first step when configuring this kind of SSL VPN will be to define a group of IP addresses that
correspond to the SSL remote subnet (that reside on other gateway); the one you want hosts from
the SSL local subnet to be able to connect to.

In order to define the SSL remote subnet, follow the steps below:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.

2. Select IP addresses.

3. In the Groups section, click on Add.
A descriptive name of the group must be provided (ss/ remote subnet will be used in this
how-to) in the Name field and the IP range (192.168.20.0/24 will be used in this how-
to) in the 1P/Mask radio button section.

4. Click on Add IP.

Finally, click on Add to save the changes.

™
|

—1 IMPORTANT: Remember that SSL remote subnets must be different from SSL local subnets or any
other subnets that are already used in any other VPN configuration (including other kinds of protocols). If not,
routing from local subnet A to local subnet B would not be possible.

The steps below describe how to configure SSL VPN gateway A using previously defined elements.

Go to the Panda GateDefender Integra administration console.

Click on VPN in the panel on the left.

Then, select VPN management.

4. Click on SSL VPN management and select the Remote offices tab.
5. Click on Add to define the new VPN.

wn e

There you will find the parameters required to configure a VPN in Panda GateDefender
Integra using the SSL protocol in server mode (as shown in figure 4.2):

0 Mode: select the option Server mode.

o0 MName: enter a descriptive name for the VPN (VPN SSL server STATIC will be
used for this how-to).

0 Server port. enter the connection server port (default port 2294 will be used for
this how-to).

0 Protocot choose the protocol that will be used for encapsulation (default protocol
UDP will be used in this how-to).

Note that the TCP protocol is considered more secure, but slows down communications.
UDP makes fewer checks and is therefore faster.

0 Validation type: Choose the Static key as a type of validation to use for the VPN.
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0 Static key. Enter a static key to use in this textbox (use the same static key for
gateway B).

0 External Jocal IP. Select the type of local IP through which it will listen, DHCP or
fixed IP (for purpose of this how-to choose fixed IP) and enter the fixed IP
address 62.14.249.65

0 Local IP. Enter the local private IP address (10.9.8.1 will be used for this how-to).

0 Remote IP. Enter the remote private IP address (10.9.8.2 will be used for this
how-to).

0 Remote subnets: Enter local subnet B (remote subnet from the gateway A point of
view). The previously defined SSL remote subnet will be used for this how-to,
which is 192.168.20.0/24).

S5L ¥PN (Remobe office)

e () Clenk mode (%) Server mode

Fame (VPN 551 server Static

server port 1194

Protocal [uoe w

Toypes of wabdation
Static kay i

Static key # - Autogensrate |
# 2048 bit QpenVFN static key S
#

hEShiasSdcasadiiiFdiha7AB5247LI85 w

External local IP (3 Fixed 1P O Inbert

()P asshgred by DHCP l__
Private IP address {turnef):
Locs Ip 10.9.8.1 |_"_:'| Address settings
Resota IP [L0.9.8.2 | & Address semes
Resmobe submets | 551 rarnote subnet w | Bcdress caltings
Add | cancel
Figure 4.2

Click on Add to save the changes.
Then, select the Active checkbox to enable the server side configuration, as shown in
figure 4.3.
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| Remote office

Ramote users

YPMs S5
Active Name
[¥] wPN 551 server Static

. ¥alidation
1194 uoe Server PSE

Add Modify Tt

Index

Figure 4.3
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1.2.2 Gateway B Setup

Again, the first step in the gateway B side configuration will be to define a group of IP addresses
that correspond to the SSL remote subnet (that reside on gateway A), the one you want hosts from
the SSL local subnet be able to connect to.

To define the SSL remote subnet follow the steps described below:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.

2. Select IP addresses.

3. In the Groups section, click on Add.
A descriptive name of the group must be provided (ss/ remote subnet will be used for
this how-to) in the Name field and the IP range (192.168.10.0/24 will be used in this
how-to) in IP/Mask radio button section.

4. Click on Add IP.

Finally, click on Add to save the changes.

B
[}

—! IMPORTANT: Remember that SSL remote subnets must be different from SSL local subnets or any
other subnets that are already used in other VPN configurations (including other kinds of protocols). If not,
routing from local subnet B to local subnet A would not be possible.

The steps below describe how to configure an SSL VPN gateway B using previously defined
elements.

Go to the Panda GateDefender Integra administration console.

Click on VPN in the panel on the left.

Then, select VPN management.

Click on SSL VPN management and select the Remote offices tab.
Click on Add to define the new VPN.

agrwnE

There you will find the parameters required to configure a VPN in Panda GateDefender
Integra using the SSL protocol in client mode (as shown in figure 4.4):

0 Mode: select the option Client mode.

0 Name: enter a descriptive name for the VPN (VPN SSL client STATIC will be
used for this how-to).

O Public IP of the server. Enter the remote public IP of the server (65.14.249.65
will be used for this how-to).

0 Server port. enter connection server port (default port 2294 will be used for this
how-to).

0 Protocol. Choose the protocol that will be used for encapsulation (default protocol
UDP will be used in this how-to).

Note that the TCP protocol is considered more secure, but slows down communications.
UDP makes fewer checks and is therefore faster.

0 Validation type: Choose the Static key as a type of validation to use for the VPN.
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0 Static key. Enter a static key to use in this textbox (copy the same static key that
was used on gateway A side).
0 Local IP. Enter the local private IP address (10.9.8.2 will be used for this how-to).
0 Remote IP. Enter the remote private IP address (10.9.8.1 will be used for this
how-to).
0 Remote subnets: Enter local subnet A (remote subnet from the gateway B point of

view). The previously defined SSL remote subnet will be used for this how-to:

192.168.20.0/24).

Help
S5L VPN (Remote office)
Hode (&) Chert mosde {7 Server mode
Hame VPN SEL chiant Stat:
Pubk P of the server < Audress satioas
Sarver port 1294
Frotosol [upr v
Ty of walidation
et 7
Static by W - Autogenarate
H 2048 bit OpenVPN =catic key '
H
————— BEGIN OpenVPN Static key
1 RO,
ObEShZaSdcaSadizisdShatdss2 49189 w
Local 1P o5z | % tddrass cettings
Remote [P 10.9.8.1 GV Address settings
Remote subnets _ir_\-mnbi subnat - Address settings
Add Canced
Figure 4.4
Index
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1.3 Configuration using TLS for validation

1.3.1 Gateway A Setup (Server mode)

This section will focus only on a part of the configuration of SSL VPN using TLS and which is
different from the one using a static key. The part of the configuration regarding how to define an
SSL remote subnet will be the same as explained in the previous section for configuration of
gateway A with a static key.

The first step to follow when configuring an SSL VPN that uses TLS for validation will be to import
the required certificates.

Certificates are required for authentication purposes. You need to import the public certificate of CA
which signed the certificate of the remote peer. It is also necessary to import the Integra VPN
gateway A local certificate.

In order to import CA, follow the procedure below:

1. Go to the VPN section of the main Panda GateDefender Integra console menu.
2. Select Digital certificate management.
3. In the CA certificates section, click on the Import button.

e Enter the Certificate name (ca will be used in this how-to).
e Click on Browse... to select the certificate you want to import.
e Click on Import once you have chosen a CA certificate that you wish to import.

© mo
Import certificabe
Certificate name ca
Centificate bo mport {6.5049) Chomthoales'ca ot Bioesa,,
Irmpart Cancel

Figure 4.5
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In order to import the local gateway A certificate, follow the procedure below:

1. Go to the VPN section of the main Panda GateDefender Integra console menu.
2. Select Digital certificate management and, in the Local certificates section, click on
the Import button.

e Select if you want to Import a certificate pending signing or Import a
certificate with private key issued by a CA.

e If you select Import certificate with private key, enter the PKCS12 Certificate
Name (server will be used in this how-to) and, optionally, the Password.

3. Click on Browse... to select the certificate you want to import.
4. Click on Import once you have chosen a certificate.

(@) Heo

Import certificabe

3 Import certificate pending signing

&) Import certificate with privabs key
PRCSIZ certificate name  |server

Password {optional)

Certificate o import C-hcartificates ' canvar pl; J

Figure 4.6

Once the CA and local gateway A certificates have been imported successfully, a screen similar
to the one shown below (figure 4.7) is displayed.
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@ re
Local certificates
Name Identifier Status Yalidity
I-sl:wer SETVEr Saried ZIJU-"'F'IEI
import Greeabe
CA certificates
Marme Tdentifier Dirganization Validity CRL
[e= reotCA BANDL 2iforiie A |
Import

Figure 4.7

Note that if you select Import certificate with private key, you can only import local certificates
that conform with PKCS12 format (file has p12 or pfx extension).

The steps below describe how to configure SSL VPN gateway A with TLS using previously defined
elements.

Go to the Panda GateDefender Integra administration console.

Click on VPN in the panel on the left.

Then, select VPN management.

Click on SSL VPN management and select the Remote offices tab.
Click on Add to define new VPN.

orRLONE

There you will find the parameters required to configure a VPN in Panda GateDefender
Integra using the SSL protocol in server mode (as shown in figure 4.8):
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S5L VPN (Remote office)
Mode {7 Chent mode (%) Server mode
e 5?'. VEN FRIVEr 'F'!.E
Server port 1194
Protocol | uee v
Type of validation
[TLs v
Local certficate | servar w]|
Ch certicste | ca v
Server common name {optionaly | client |
External local IP (3) Fixed IP |ez.14.249.65 | Wt Interface settings

) IP assigned by DHCP I

Private 1P address (tuninel);

Local IP 10.9.8.1 ' addrecs settings
Remate IP [10.9.8.2 | % address settings
Remobe subnets [ s:l ramote subnet "-"! Address settings
add | concel |
Figure 4.8

Mode: select the option Server mode.
Name: enter a descriptive name for the VPN (SSL VPN server TLS will be
used for this how-to).

e Server port. enter connection server port (default port 2294 will be used
for this how-to).

e Protocol choose the protocol that will be used for encapsulation (default
protocol UDP will be used in this how-to).

Note that the TCP protocol is considered more secure, but slows down communications.
UDP makes fewer checks and is therefore faster.

o Validation type: Choose 7LS as a type of validation to use for the VPN.

e local certificate: Use the drop-down menu to select the certificate you
want (server will be used in this how-to).

o laligation CA of the remote certificate: The remote office identified with a
certificate must present the CA signature. Use the drop-down menu to
select the CA certificate you want. (ca will be used in this how-to).
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Index

Server Common Name.. In this field it is compulsory to enter the CN
(Common name) of the other gateway, in this case, the client. The CN field
of the certificate can be obtained from the client”s .CRT.

External local IP. Select the type of local IP through which it will listen,
DHCP or fixed IP (for purpose of this how-to, choose fixed /P) and enter
the fixed IP address 62.14.249.65

Local IP: Enter the local private IP address (10.9.8.1 will be used for this
how-to).

Remote IP. Enter the remote private IP address (10.9.8.2 will be used for
this how-to).

Remote subnets: Enter local subnet B (remote subnet from the gateway A
point of view). The previously defined SSL remote subnet will be used
for this how-to which is 192.168.20.0/24).
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1.3.2 Gateway B Setup (Client mode)

This section will focus only on a part of the configuration of an SSL VPN using TLS and which is
different from the one using a static key. The part of configuration referring to defining an SSL
remote subnet will be the same as explained above in corresponding section for a configuration of
gateway B with a static key.

The first step when configuring an SSL VPN that uses TLS for validation will be to import the
required certificates.

Certificates are required for authentication purposes. You need to import the public CA certificate
which signed the certificate of the remote peer. It is also necessary to import the Integra VPN
gateway B local certificate.

I—j Note: This Gateway B certificate must be a client certificate, not another Server certificate.

In order to import CA and local gateway B certificates (remember that gateway B will act as a client
in this configuration), follow the procedures already explained when configuring gateway A.

Once the CA and local gateway B certificates have been imported successfully, you will see a screen
similar to the one shown below (figure 4.9).

@ o
Local certilicates
Mamie Identifier Status Yalidity
[cteria chent] Sgreed 210716 |
Imnport I J ZarErabe
CA certificates
Marme Identifier Organization Validity CRL
|ca rockCA RAMDA ziorne X |
Import
Back

Figure 4.9
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